an external party gets to know of the contents.

o Harassment of other employees and "external" recipients of the message outside the business. A
recent survey has suggested that a large percentage of e-mail users at some time or other receive
what is sometimes called "flamemail". This is the transmission of strident, abusive, even threatening
and/or harassing (particularly sexually harassing) messages via e-mail systems.

e Breach of copyright

o Where e-mails attach/annex extracts from another party's original (copyright) work, potentially a
breach of copyright occurs (involving both civil and criminal liabilities).

¢ Disclosure of confidential information
e Users of an e-mail system can unwittingly disclose confidential information.
¢ Inadvertently entering into a contractual arrangement

e Again, with the informality and immediacy of the e-mail system, employees communicating with an
external party (e.g. a customer) can unwittingly enter into a contractual arrangement (the details of
which will be recorded!).

¢ Interms of what steps the employer should take:

o First and foremost, the employer must produce and issue to all staff a code of practice on the proper
use of e-mails. Some of the code should form part of the employer's disciplinary rules. The sort of
matters which need to be covered in a code include:

e making it a disciplinary offence to send defamatory or harassing e-mails
e making it a disciplinary offence to view or download pornographic or other offensive material

e rules covering the retention of copies of e-mails (e-mails are a form of documentation which could be
discoverable in legal proceedings, i.e. used for or against the business if they are relevant to the
action and are not 'privileged')

e only to use the e-mail system/Internet on authorised and recognised company business
e restricting the material which can be sent via e-mail, e.g. listing out categories of "prohibited material"
o listing those categories of employees authorised to use the internal (and external) e-mail system

e Review of all security policies and procedures. Ensure proper reference is made to the issue of e-
mails and access to the Internet.

o Ensure that imported software and files are scanned for viruses before being opened or written to

any storage device.
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This fact sheet is not a substitute for accessing the Helpline

If you currently subscribe to an insured advisory service through Croner
Consulting your insurance for a particular employment issue covered by this
policy could be invalidated if you do not access advice via our Helplines
Service and follow such advice in accordance with the terms of your policy.

Wolters Kluwer (UK) Ltd, registered in England no. 450650 is a member of the Wolters Kluwer Group. Croner Consulting is a trading
name of Wolters Kluwer (UK) Ltd. Registered Office: 145 London Road, Kingston Upon Thames, Surrey KT2 6SR
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